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irtualization promises many things: lower 
energy costs, less complexity in the data center,
lower hardware costs, freeing up physical space,
better security, lower costs of deployment, etc. 

As solution providers start migrating customer
infrastructure to virtual environments, they are

discovering that the promises tell only half the story. Virtual
environments have their own set of challenges that require
attention. It is easy for the costs of managing virtual servers
to spiral out of control. Virtualization has reached a point where

it’s having some growing pains, according to Ken Klapproth,
vice president of marketing at Entuity Ltd., Marlborough, Mass.
“Do I hop more on board or jump off?” he said.

Some concerns don’t go away just because the physical servers
have. There are still questions about security, management, main-
tenance, audits, optimization and availability. In fact, these con-
cerns are even more complicated in the virtual environment
because there are multiple layers to focus on: the actual phys-
ical server host, the base operating system, the physical net-
work, the virtual platform, the individual machines, the guest
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system’s operating system, the virtual network and the vari-
ous applications running on each machine.

The Test Center evaluated some applications from a vari-
ety of vendors to assess the tools available for an existing
virtual environment. Each product varied in its area of focus,
looking at management, data backup and recovery, and net-
working. For example, Sun Microsystems Inc., Santa Clara,
Calif., offers the Sun xVM Ops Center to manage multiple
virtual machines. Belfast, Northern Ireland-based Replify
Ltd.’s Reptor Accelerator is a WAN optimization applica-
tion, and Toronto-based uptime software Inc.’s up.time 5 han-
dles network monitoring. Finally, Cupertino, Calif.-based
Symantec Corp.’s Backup Exec 12.5 and Backup Exec 
System Recovery 8.5 provide data backup and recovery for
virtual machines. 

up.time 5
uptime software recently released version 5 of its network
monitoring tool “that just works.” It is much simpler than
Sun’s xVM Ops Center, making it a better fit for smaller envi-
ronments and less complex data centers. 

up.time 5 offers server monitoring, capacity planning, serv-
ice-level management, virtualization management and
application monitoring.

The software consists of two components, the monitor-
ing server and the agent. The server sits on a central machine
and collects all the information reported by the various
agents. The agents support various platforms, including Win-
dows and Linux servers, as well as virtual servers on VMware
ESX Server and ESXi. up.time 5 can automatically discov-
er virtual machines on the network.

up.time 5 helps controls virtual sprawl by auto-discovering
all guest systems—forgotten VMs are found and new instances
identified as soon as they are created—on the ESX. The soft-
ware also includes virtualization-specific metrics for work-
load measurement that analyze VM performance and provide
suggestions for improvement. For example, uptime uses VMo-
tion to generate reports on the virtual server’s performance. 

In addition, up.time 5 can run consolidation reports on the
network to identify other areas and servers that can be vir-

tualized. This is a particularly helpful report since it helps
solution providers identify areas of cost and performance sav-
ings for the customer.

The browser-based interface is very straightforward,
extending across platforms, environments, applications and
databases. All the information from the virtual environment—
including VMware, AIX and Sun’s Zones—are available for
monitoring. Server resources—physical and virtual—are
tracked and can be graphed to determine how they are being
used. A report looks for potential resource dependency bot-
tlenecks and identifies existing and possible problems.

Once the management server is
up and running, the agents are
created by assigning the IP
address of the system to be mon-
itored. The agents provide infor-
mation on resource dependencies,
such as disk drives, CPU, installed
operating system, swapfile size
and available network interfaces.
The agents also can monitor
installed business applications
such as databases (MySQL, Oracle, SQL Server, Sybase), ERP and
CRM systems, e-mail servers (Exchange) and Web servers.

uptime software offers per physical server virtual licensing
for up.time 5. Customers can create as many instances as
desired on licensed servers at no additional cost. There is no
need to pay for each virtual host.

Bottom Line
Virtualization should not require a whole new set of tools to
manage. This is to keep ROI as well as to maintain the level
of complexity. With the exception of Replify’s Reptor Accel-
erator, all the evaluated tools support both physical and vir-
tual infrastructures. Symantec provides a single set of tools
to protect data, period. The source environment doesn’t mat-
ter. uptime and Sun’s management frameworks monitor vir-
tual machines but don’t ignore the physical host’s health. The
best virtualization tools are the ones that don’t forget that there
is still a physical server under all those guest systems.
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